KHUYEN NGHI VE VIEC BAO MAT THONG TIN TAI KHOAN GIAO DICH TRUC TUYEN VA PHONG NGUA THU POAN GIA MAO
WEBSITE CUA CONG TY CHUNG KHOAN

Trong thoi gian qua, trén khéng gian mang xudt hién nhiéu truéng hop sir dung céng cu qudng cdo qudng bd cho cdc san pham dich vu dé giao dich
chiing khodn ctia cdc d6i tuong khéng duoc Uy ban chitng khodn Nha nuéc cdp phép va gia mao website ctia cdc céng ty chiing khodn nhdm muc dich
huy déng vén, lira ddo, chiém doat tién ciia nha dau tu.

Kinh gui Quy khach hang,
Cong ty TNHH Chung khodn Maybank (MSVN) tran trong cdm on Quy Khach hang da tin tudng lua chon va st dung dich vu ctia ching toi.
Trong thdi gian qua, trén khéng gian mang xuat hién nhiéu trudng hop st dung céng cu quang cdo quang ba cho cac san pham dich vu dé giao dich
chiing khoan clia cac d6i tuong khong dugc Uy ban chiing khoan Nha nudc cap phép va gia mao website clia cac cong ty chiing khoan nhdm muc dich
huy déng von, ltra dao, chiém doat tién clia nha dau tu.
Nham phong tranh rdi ro phat sinh tir cac trudng hgp trén, MSVN khuyén nghi Quy khach hang mét s6 néi dung nhu sau:
1. DGi vdi giao dich tryc tuyén
- Chi dang nhap vao dich vu giao dich truc tuyén qua cac dia chi va ting dung do MSVN cung cap, bao gém:
v KE Trade: https://ketrade.com.vn
v Ung dung Maybank Trade VN danh cho Android tai day, iPhone tai day va iPad tai day
- Thudng xuyén thay d6i mat khdu dang nhap/giao dich cua tai khoan giao dich chiing khoan hoac khi nghi ngd mat khau b 16;
- D4t mat khau phuc tap: Quy khach khéng nén dat mat khiu c6 chidia cac thdng tin ca nhan nhu ho tén, ngay thang nam sinh, sé dién thoai, bién s
xe, hodc cac cum ky tu dé doan nhu “123456", “abcd1234”, v.v...
- Nén st dung hinh thuc sinh trdc hoc: dang nhap bang cach quét van tay (TouchID) hodc st dung cong nghé nhan dang khuén mét (FacelD) trén cac
thiét bi c6 hé trg;
- Tuyét d6i KHONG cung cap s6 tai khoan, mat khau, ma PIN, OTP va cac théng tin ca nhan cho ngudi khac trong bat ci trudng hgp nao. MSVN va cac
cd quan chic nang khéng bao git yéu cau cac théng tin nay;
- Khéng nén ghi mat khau ra gidy hodc luu mat khiu trén may vi tinh, thiét bi di déng vi dé& gay ra that lac va ro ri thong tin;
- Khéng click vao dudng dan (link) la;
- Khéng duing chung mat khau cho dich vu giao dich truc tuyén véi mat khiu thu dién td, mang xa hoi va cac trang web khac;
- Khéng dung may tinh céng cong, mang khéng day (wifi) cdng cong khi truy cap vao hé théng giao dich truc tuyén.
2. Khéng cai dat, st dung cac ting dung khong thuéc MSVN dé thuc hién cac cac giao dich tai MSVN.
Website chinh thiic cia MSVN: www.maybank-kimeng.com.vn. Trong trudng hgp phat hién trang web gid mao website ciia MSVN hodc trudng hgp rui ro
khi mat dién thoai, may tinh, hoac khi nhan thay cé dau hiéu bat thuong (Vi du: nhan dugc SMS OTP/ email khong ré ly do, cé bién déng sé du mac du
khéng giao dich, théng tin ca nhan bi thay d6i, v.v.), Quy khach vui long théng bao ngay dé€n MSVN qua Téng dai (028) 44 555 888, s6 ndi bd: 1 dé dugc hd
tro.
MSVN ludn uu tién ddm bao an toan cho Quy khach thuc hién giao dich tai MSVN.
Tran trong,





